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Attacks on the Supply Chain

+ Tnfect a downstream dependency

— Inject a vulnerabilility 1n an open
source package and let 1t
propagate until target

- Examples: event—-stream, logdshell


https://snyk.io/blog/a-post-mortem-of-the-malicious-event-stream-backdoor/
https://en.wikipedia.org/wiki/Log4Shell

Attacks on the Supply Chain

+ Infect the build system

— Trusting trust attack: compromise
the compiller or other tool
involved in the build

— Example: Solarwinds, codecowv


https://en.wikipedia.org/wiki/2020_United_States_federal_government_data_breach#SolarWinds_exploit
https://arstechnica.com/gadgets/2021/04/backdoored-developer-tool-that-stole-credentials-escaped-notice-for-3-months/

Attacks on the Supply Chain

+ Infect the package registry

- Typosquatting: publish packages
which names are very similar to
popular packages and let the
malicious packages propagate 1into
applications

- Example: PyPI typosgquatting


https://blog.phylum.io/phylum-discovers-revived-crypto-wallet-address-replacement-attack/

Software Bill of Materials

List all components
used to build an
application

{ "bomFormat": "CycloneDX",
"specVersion": "1.4",
"version": 1,

"components": [
"bom-ref": "org.apache.ant:ant:1.10.12",
"type": "library",
"group": "org.apache.ant",
"name": "ant",
"version": "1.10.12",
"hashes": [
{
"alg": "SHA-256",

"content": "5c6a438c3ebe7a306ebad52b09fa307b0e60314926177920bca896c4a504eaf6"”

Wh j_ t e H O u S e E X e C u t i V e ‘ "bom-ref": "commons-fileupload:commons-fileupload:1.4",

Order 14028

SPDX and CycloneDX
Balliu et al.
“Challenges of
Producing Software

"type": "library",
"group": "commons-fileupload",
"name": "commons-fileupload",
"version": "1.4",
"hashes": [
{
"alg": "SHA-256",
"content": "a4ec02336£49253ea50405698b79232b8c5cbf02cb60df3a674d77a74%aldef7"
}

etc....

1,
"dependencies": [
{
"ref": "org.springframework.security:spring-security-web:5.8.1",
"dependsOn": [
"org.springframework:spring-core:5.3.24",
"org.springframework:spring-web:5.3.24",
"org.springframework:spring-context:5.3.24"
]

}
B j_ l l O f Mat e r j_ a l S f O r ! ::giééédggig;je[nkins—ci.plugins:bouncycastle—api:Z.26",

Java”, 2023

"org.bouncycastle:bcpkix-jdkl5on:1.70",
"org.bouncycastle:bcutil-jdk15on:1.70",
"org.bouncycastle:bcprov-jdkl5on:1.70"
]
}
etc....
]
}

https://github.com/chains-project/SBOM-2023/blob/main/results-march-2023/jenkins/build-info-go/build-info-go.json



Automatic Dependency Updates

¥ AU. t Olna t l Ca l l y SCall Update dependency com.nimbusds:nimbus-jose-jwt to v9.28
the dependency tree RS
and suggest changes |tttk
for up dates showing 1 changed file with 1 addition and 1 deletion.

+ Dependabot, Renovate |y n sy

+ Cogo et al. a2 @
“Understanding the ao wﬂﬂﬁwwﬁﬂﬁkmm
Customization of w -
Dependency Bots: The
Case of Dependabot”.

IEEE Software, 2022

https://github.com/chains-project/flink/commit/fe13136ed1406386762082aaef3f5735c3945ah4



Reproducible Builds

+ Deterministic . | e |
behavior of the Eggrgsr-;étdggtzermlmstm/reproduuble
whole build pipelilne I 1150 o s s 15,2016 commens

+ N1x and guilx

+ Lamb, Zacchirolil.
“Reproducible o
Builds: Increasing B ——p—

results, even in the presence of minor system environment

t h e I n t e g’ r j_ t y O f differences. Currently we have quite a large diff: e.g. see txt diff for

1.9.0 or perhaps txt diff for 1.10.0 a few days after I'm posting this.
(You might want to "save link as" instead of displaying it directly in the
SOftware Supply browser.)
: 144
Chains”. IEEE

Software, 2022

A-reproducibility  C-tracking-issue  T-compiler

https://github.com/rust-lang/rust/issues/34902
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Diverse Double Compilation

+ Countering

Crustin g trust Reflections on Trusting Trust
attacks T st e it e e e of Tl
+ Wheeler, David A. o p ”
"Countering
trusting trust
through diverse e Troupson
double—compiling."
2005

TURING AWARD LECTURE

https://doi.org/10.1145/358198.358210
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+ Soto—Valero,et al.

Dependency Debloating

+ Remove unnecessary v 3 4 mmm—n c1i/ponml (0
dependencies, reduce
malntenance and
security risks : S

+ Depclean, for Java . . & s
“A longitudinal
analysis of bloated
Java dependencies”.
ESEC/SIGSOFT FSE
2021

https://github.com/jenkinsci/jenkins/pull/4378/files
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Conclusion

+ The software supply chain spans the
vast amount of dependenciles and
tools that are necessary to build
modern applications

+ The software supply chain 1s a
target for malicious actors

+ Tndustry and academia develop
solutions to address the risks of
the software supply chain
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